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Bill Gates
Agents are bringing about the biggest revolution 
in computing since we went from typing 
commands to tapping on icons.

Andrew Ng
I think AI agentic workflows will drive massive 
AI progress this year.

Sam Altman
2025 is when agents will work.

Current agents are just thin 
wrappers around LLMs. 

Autoregressive LLMs can 
never reason or plan.

Auto-GPT's limitations in … 
reveal that it is far from being a 

practical solution. 

The rise, and the divide



“An agent is anything that can be viewed as 
perceiving its environment through sensors and 
acting upon that environment through 
actuators”
   

  –– Russel & Norvig, AI: A Modern Approach

Why agents again?



Text Input Text Output

Action

Perception

LLM-based Agents

Language Models What about self-reflection? 
Multi-agent simulation?

… …  

‘Modern’ agent = LLM + external environment?



LLM-first view We make an LLM into an agent!

● Implications: scaffold on top of LLMs, prompting-focused, heavy on engineering

 Agent-first view We integrate LLMs into AI agents so they can use language for 
reasoning and communication!

● Implications: All the same challenges faced by previous AI agents (e.g., 
perception, reasoning, world models, planning) still remain, but we need to re-
examine them through the new lens of LLMs and tackle new ones (e.g., 
synthetic data, self-reflection, internalized search)

Two competing views



Contemporary AI agents, with integrated LLM(s), can use language as a vehicle for 
reasoning and communication
      Instruction following, in-context learning, output customization
      Reasoning (for better acting): state inferences, self-reflection, replanning, etc.  

https://www.demandsage.com/chatgpt-statistics/

https://www.reddit.com/r/ChatGPT/comments/16jvl4x/wait_actually_yes/

What’s fundamentally different now?
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Inner 
Monologue

• Reasoning by generating tokens is a new type 
of action (vs. actions in external environments) 

• Internal environment, where reasoning takes 
place in an inner monologue fashion

• Self-reflection is a ‘meta’ reasoning action (i.e., 
reasoning over the reasoning process), akin to 
metacognitive functions

• Reasoning is for better acting, by inferring 
environmental states, retrospection, etc.

• Percept and external action spaces are 
substantially expanded, thanks to using 
language for communication and multimodal 
perception 

Schematic illustration of language agents

Reasoning



Logical Agent

Expressiveness Low
bounded by the logical language 

Medium
anything a (small-ish) NN can encode

High
almost anything, esp. verbalizable parts 

of the world

Reasoning Logical inferences
sound, explicit, rigid

Parametric inferences
stochastic, implicit, rigid

Language-based inferences
fuzzy, semi-explicit, flexible 

Adaptivity Low
bounded by knowledge curation

Medium
data-driven but sample inefficient

High
strong prior from LLMs + language use

Neural Agent Language Agent

Evolution of AI agents

Inner 
Monologue

Reasoning

Image sources: https://www.scaler.com/topics/artificial-intelligence-tutorial/knowledge-based-agent/, 
Mnih et al., “Human-level control through deep reinforcement learning.” Nature (2015) 



Generalist web agents: Mind2Web & SeeAct
(ICML’24)(NeurIPS’23)



Safety risks of language agents

Endogenous Safety Risks Exogenous Safety Risks



Endogenous risk: Consequential actions



Can LLMs detect consequential actions?
• SAFE: Actions that don’t have a lasting impact on the state of the world
• LOW: Actions with minimal, reversible impact, affecting only the user
• HIGH: Actions that influence others or carry potential legal, financial, or ethical consequences

Claude Sonnet 3.5 (v2)
Accuracy = 89.1%

GPT-4o
Accuracy = 83.4%



How do consequential actions affect agent planning?
(a) reactive

greedy, short-sighted 

(b) tree search with real interactions (c) model-based planning

fast, easy to implement

irreversible actions, 
unsafe, slow

systematic exploration

how to get a world model?

faster, safer, 
systematic exploration



What’s … a world model?

A computational model of environment transition dynamics 

෠𝑇: 𝒮 × 𝒜 → 𝒮

If I do this (𝑎𝑡) right now (𝑠𝑡), what would happen next (𝑠𝑡+1)? 



Why hasn’t it been done already? 

And billions of other websites on the Internet!



LLMs can predict state transitions 

The page will navigate to a detailed product page for the "Mens 
Flowers Casual Aloha Hawaiian Shirt Summer Short Sleeve 
Beach T-Shirt Regular Fit Button Down Dress Shirts." This new 
page will likely contain additional information about the 
product including more detailed specifications, customer 
reviews, larger images, sizing options, and possibly a larger 
"Add to Cart" button. Other elements from the current category 
view like the grid of products will be replaced with the detailed 
view of this specific product.



WebDreamer: model-based planner for web agents
Please navigate to the 'Data Storage' category and purchase 
the least expensive disk with 512GB of storage.

Click ‘Office Products’

Click ‘Electronics’

Type ‘Disk’

Gu et al., Is Your LLM Secretly a World Model of the Internet? Model-Based Planning for Web Agents. 2024



WebDreamer: model-based planner for web agents
Please navigate to the 'Data Storage' category and purchase 
the least expensive disk with 512GB of storage. The 'Office Products' category will 

display three sub-categories: 'Office 
Electronics', 'Office & School Supplies', 
and 'Office Furniture & Lighting'.

Click ‘Office Products’

Click ‘Electronics’

Type ‘Disk’

Stage I: Simulation

Gu et al., Is Your LLM Secretly a World Model of the Internet? Model-Based Planning for Web Agents. 2024



WebDreamer: model-based planner for web agents
Please navigate to the 'Data Storage' category and purchase 
the least expensive disk with 512GB of storage. The 'Office Products' category will 

display three sub-categories: 'Office 
Electronics', 'Office & School Supplies', 
and 'Office Furniture & Lighting'.

Click ‘Office Products’

Click ‘Electronics’

Type ‘Disk’

The webpage will display 'Office
Electronics' sub-category results
with products, and the sub-menu
will show 'Printers&Accessories' and
other categories.

Stage I: Simulation

Click ’Office 
Electronics’

Gu et al., Is Your LLM Secretly a World Model of the Internet? Model-Based Planning for Web Agents. 2024



WebDreamer: model-based planner for web agents
Please navigate to the 'Data Storage' category and purchase 
the least expensive disk with 512GB of storage. The 'Office Products' category will 

display three sub-categories: 'Office 
Electronics', 'Office & School Supplies', 
and 'Office Furniture & Lighting'.

Click ‘Office Products’

Click ‘Electronics’

Type ‘Disk’

The webpage will display 'Office
Electronics' sub-category results
with products, and the sub-menu
will show 'Printers&Accessories' and
other categories.

Stage I: Simulation

Click ’Office 
Electronics’

v = 0.4

Gu et al., Is Your LLM Secretly a World Model of the Internet? Model-Based Planning for Web Agents. 2024



WebDreamer: model-based planner for web agents
Please navigate to the 'Data Storage' category and purchase 
the least expensive disk with 512GB of storage. The 'Office Products' category will 

display three sub-categories: 'Office 
Electronics', 'Office & School Supplies', 
and 'Office Furniture & Lighting'.

Click ‘Office Products’

Click ‘Electronics’

Type ‘Disk’

The 'Electronics' category will display
three sub-categories: 'Computers &
Accessories', 'Accessories & Supplies',
and 'Car & Vehicle Electronics'.

The webpage will display search
results, including a list of products,
each of which includes the product
title, price, and an 'Add to Cart'
button.

The webpage will display 'Office
Electronics' sub-category results
with products, and the sub-menu
will show 'Printers&Accessories' and
other categories.

The webpage will display 'Computer
Accessories' sub-category results,
including 'Data Storage', 'Tablet
Accessories', and others.

The 'Electronics' category will display
three sub-categories: 'Computers &
Accessories', 'Accessories & Supplies',
and 'Car & Vehicle Electronics'.

Stage I: Simulation

Stage II: Execution

Click ’Office 
Electronics’

Click ’Computer 
& Accessories’

Click ’Electronics’

v = 0.8

v = 0.4

v = 0.1



Results on VisualWebArena
Model-based planning is more accurate than reactive planning and more efficient than tree search

Baselines are from Koh et al., (2024)



Exogenous risk: Environmental injection attacks 
Liao et al., EIA: Environmental Injection Attack on Generalist Web Agents for Privacy Leakage. 2024



A few remarks

• Language agents have a massively broad attack surface

• Agent safety research is largely behind development and 
deployment

• Both endogenous and exogenous safety risks need better 
understanding and defense mechanisms  



Language Agents: Foundations, Prospects, and Risks

Yu Su, Diyi Yang, Shunyu Yao, Tao Yu

EMNLP 2024 Tutorial
https://language-agent-tutorial.github.io/



We are just standing at the dawn of a long journey
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